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Abstract

An important component of cartography, the map legends can be a type of hybrid data with
small data quantity and high precision. Therefore, its watermark method should be versa-
tile to all map legend data types. In addition, its watermark should be robust, imperceivable,
and small. In this regard, our study proposes a novel watermarking method of map leg-
ends for copyright protection. The data types of map legends are evaluated. According to
the data types and just noticeable distortion tolerance, the watermark bit embedding posi-
tions of each data type are defined. A text watermark is adopted to reduce the number of
watermark bits. By the watermark bit count, map legends are divided into groups to contain
multiple watermarks. Meanwhile, a watermark bit recovery method is designed to fix the
damaged watermark bits based on the extracted ones, which ensures greater robustness. The
experimental results demonstrate the proposed method achieves the expected goal in terms
of various types of attacks and image operations.
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1 Introduction

The map legends are graphical representations of information, with design principles similar
to a map, and are known as the language of maps. Creating map legends that are effective to
the map is time-consuming and tedious work that must follow many layout concepts such
as visual balance, clarity, logical groupings, and unambiguous references [19]. Well laid out
legends enhance the gestalt of the maps. To avoid repeated work and achieve consistency,
techniques for map legend sharing have been developed [16]. However, It is important to
protect the copyright of map legends to facilitate commercial and restricted usage of such
intellectual property [14, 18].

Digital watermarking embeds a marker (watermark) in noise-tolerant digital works
such as images, videos, etc. [2, 7, 9, 21] The watermark helps verify the authenticity or
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integrity of the works and identify the owners of the works. It may also help to trace
copyright infringements and for banknote authentication [4, 6]. In recent years, digital
watermarking methods of geographic information have been studied deeply, especially
digital watermarking for the vector and raster geographic data [1, 11, 13].

Digital watermarking technology can be applied to protect the copyright of map legends.
However, map legends are different from the conventional imagery and multimedia data
[8]. They are stored and managed by map legend libraries. A map legend library or a map
legend may contain one or more data types of vector graphics, text, images, etc. Unlike
many contemporary multimedia files, map legend libraries and map legends usually have
relatively small size [1]. Last, map legends must be highly accurate because their precision
directly affects the accuracy of maps [10]. Due to these characteristics, the watermarking
method for map legends should have small capacity requirements, low disturbance, and be
suitable for all data types.

To protect the accuracy of map legends, Zhou et al. [20] proposed a zero-watermarking
method. Zero-watermarking extracts important and robust features of protected data to con-
struct a watermark without modifying the data [15]. The zero-watermarking method [20]
takes item amount, item types of maximum and minimum items of item elements, and the
element type with the least number of each map legend as key characteristics and combines
them with the watermark bits to generate a zero-watermark outside rather than embed water-
mark bits into these map legends. In this process, the zero-watermarking method makes no
change to map legend data and there is no watermark capacity limitation and data perturba-
tion [20]. However, the watermarks can be extracted from entities that are not protected due
to pseudo-validation. This is due to the high similarity of key characteristics extracted from
the entities. Map legends are often specified by the national cartographic specifications.
When making map legends, the vendors must strictly comply with these specifications so
that their map legends for the same scale maps are uniform in color, size, shape, etc. It is
difficult to find out distinguishable key characteristics among them [5, 12]. Therefore, false
verification is inevitable when using zero-watermarks to protect map legends.

To overcome pseudo-validation and improve the robustness of watermarks for map leg-
ends, this paper proposes a watermark embedding method for copyright protection. Our
contributions include the following:

1. Design a Watermark Bit Recovery Method (WBRM) to improve the robustness of the
embedded watermark. Multiple watermark copies are embedded in the host data and
WBRM recovers a watermark based on the other watermark copies.

2. Adopt text watermark instead of image watermark to reduce the number of watermark
bits. Compared with image watermark, text watermark needs fewer bits, which makes
it possible to embed more watermark copies in a map legend library, thus improving the
robustness of the watermark. In addition, it reduces the capacity requirement of map
legends.

3. Define watermark bits embedding position based on Just Noticeable Distortion (JND)
to make the embedded watermarks imperceptible. Hence, it invites fewer intentional
attacks.

The rest of this paper is organized as follows. Section 2 reviews the data structure of map
legends, Arnold transformation, and Unicode used in watermarking. Section 3 describes
the proposed watermarking method in detail including preprocessing steps, legend group-
ing, and watermark extraction algorithm. Section 4 discusses the experimental results with
respect to various attacks and comparison studies with image watermarks and existing
methods. Section 5 concludes this paper with a summary.
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2 Background
2.1 Data structure of map legends

The real entities are abstracted into point features, line features, and area features, which are
represented with point legends, line legends, and area legends. Although the data structures
of map legends vary among vendors, most of them take legend items as basic units. A map
legend usually consists of a legend header and legend items. The legend header defines the
basic information of a map legend such as legend ID, name, anchor point/line, item amount,
etc. In a map legend library where map legends are stored, each legend ID is unique. An
anchor point of a point legend indicates the location where the legend should overlap with
the coordinates of a point feature. An anchor line of a line legend indicates the location
where the legend should overlap on the baseline of a line feature. The setting of an anchor
point/line is related to the shape of a map legend. Item count records the number of legend
items contained by a map legend. A map legend must have at least one legend item. Legend
items can have attributes and figure data or only have attributes, which define how to render
the graphics. Item data can be coordinates, image pixels, or shape parameters such as the
center and radius of a circle. Table 1 summarizes the attributes of legend types including
their categories and sub-categories.

Point legends have four item types: primitive geometric item, Truetype, image, and point
legend reference. Primitive geometric item refers to polyline, curve, polygon, rectangle,
filled rectangle, circle, filled circle, ellipse, filled ellipse, and arc. Truetype item is stored in
the form of Truetype font. Image item can be an image in BMP, TIFF, JPG, or PNG format.
Point legend reference item takes the other point legend in the same library as an item. It
only includes the ID and attributes of the referred legend rather than its specific data.

Line legends include primitive line, point legend references, and line legend references.
The primitive line legend item is viewed differently. In one case, the primitive line legend
items include solid line, dashed line, dashed-dotted line, double dashed line, double solid
line, dotted line, anchor point, traverse line, traverse point, zigzag line, gradient width solid

Table 1 Legend types and attributes. Sub-Categories are in parenthesis

Legend Category Attribute

Point geometric item (polyline, poly- color, width, cap, joint
gon, rectangle, curve, arc, rectan-
gle (filled), ellipse (filled), circle
(filled))

True type type, color, angle, anchor point, size
Image type, angle, anchor point, size
Point legend reference angle, color, anchor point, size, referred legend ID
primitive line (solid, dashed, dotted) color, width, cap, joint

Line primitive line (program line) color, width, program ID
point legend reference angle, color, anchor point, size, referred legend ID
line legend reference color, anchor line, width, referred legend ID
color (single) color

Area color (gradient) gradient direction, start point, colorl, color2
Point legend reference angle, color, size, referred legend ID
Line legend reference color, line-width, baseline, referred legend ID
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line, gradient width dashed line, ribbon halo line, etc. In another case, they are the original
lines provided by a drawing environment including solid lines, dashed lines, dotted lines,
dashed-dotted lines, etc. The third view puts forward that some line legends are unable to
break into repetitive units such as electrical line legend, gradient single line legend, etc.
And the number of these legends is small, so the best expression of them is the program
line which is real-time rendered by a program. Based on these views, we consider that the
primitive line legend items include solid line, dashed line, dotted line, and program line. The
line legend reference item is similar to the point legend reference item. The difference only
lies in that a line legend reference item is associated with a line legend in the same library.

Area legends have three item types: color, point legend reference, and line legend refer-
ence. The color item can be a single color or gradient color. The former can express water
area, administrative division, etc. The latter is usually used to describe quantity change such
as different water depths in a water area.

2.2 Arnold transform

Arnold Transform enhances the security of the watermark. In mathematics, Arnold transfor-
mation, also called cat map transform, is a chaotic map from the torus into itself [3]. It is the
discrete analog of the cat map transform that is widely used in digital image watermarking.
The discrete Arnold transform used to watermark images is usually defined as:

i’ 1 b i .
1= a ab+1 jmodN, 0<i,j<N-1 ey

where a, b are integers, N x N gives the size of the image, (i, j) denote the coordinates and
(i’, j') is its coordinate after Arnold transform. In the next iteration, the output of the left
part (i’, j) is the right input. This process is repeated until the image becomes chaotic and is
unable to be identified, i.e., a scrambled image. Different a and b lead to different periodic-
ity, which makes a, b an option for the key. Because of the periodicity of Arnold transform,
an image watermark that is randomized by the transformation can be restored to its original
state. On the other hand, decryption is infeasible without the scrambling algorithm and the
key.

2.3 Unicode

Unicode has been used in the internationalization and localization of computer software.
The commonly used encodings are UTF-8 and UTF-16. They are both variable-length char-
acter encodings. Depending on the number of significant bits in the numerical value of the
code point, UTF-8 encodes code points in one to four bytes. For the first 128 code points,
UTEF-8 uses one byte with the highest bit ‘0’. Since these Unicode code points are ASCII
characters, an ASCII text is also a UTF-8 text. From two bytes to four bytes, the highest
byte starts with consecutive ‘1’s to denote the number of bytes, and the other bytes all start
with ‘10’s.

UTF-16 is capable of encoding all valid code points of Unicode with two or four bytes.
Code points from U+0000 to U+FFFF, UTF-16 encodes them by two bytes that are numer-
ically equal to the corresponding code point. Code points from U+010000 to U+10FFFF
are encoded as four bytes. First, 0x10000 is subtracted from the code point, leaving a 20-bit
number in the range 0x00000-0xFFFFF. The higher ten bits are added to 0xD800, and the
lower ten bits are added to 0xDCOO.
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3 Proposed method
3.1 Embedding position

Once watermark bits are embedded in map legends, the data of map legends have to be
changed. For map legends, the most basic changeable factors, which cause perceivable
differences, are called visual variables. The generally accepted visual variables include
color, size, orientation, and shape. Color heightens the aesthetic perception of maps. On
maps, color expresses qualitative and quantitative characteristics of geographical elements.
The hue, brightness, and saturation of colors have different effects on maps, called color-
dependent variables. A map legend can contain one or more colors. Legend size is often used
to express the geographical features of quantitative characteristics such as length, width,
height, area, volume, etc. In map legend design, the different qualitative characteristics of
the geographical features can be expressed with the orientation change of legends. The
meanings of orientation include the direction change of the entire legend graphics, which is
common to point legends, and the direction change of textures, which is common to line and
area legends. The shape is the form of map legend or its external boundary, outline, or exter-
nal surface, as opposed to other properties such as color, texture, or material composition.
Legend shape is often defined by the shape and assembly of its items.

To make visual variables change imperceptibly after watermark bits are embedded into
the map legends, it is essential to find out the best watermark bit embedding position.
Humans can identify a single line with 0.02mm to 0.03 mm thick. The smallest, identifiable
geometric figures are associated with their structures and complexity. When edge length is
equal to or greater than 0.3 mm, a solid rectangle can be identified. To hollow rectangles,
their edge length should be 0.4 mm at least. Usually, a complex geometric figure needs a
larger size than the simple one to be identified by humans. Although the RGB color model
has 2%* colors in total, a common individual can only distinguish about 1 million of them.
Among the three primaries R, G, and B, the human eyes are the least sensitive to blue.

Based on these observations, we define the watermark embedding positions accordingly.
For a raster item or TrueType item, its size is modified to hide a watermark bit. For a
primitive geometric item with lines, its line width is modified to hide a watermark bit.
Otherwise, its color is modified to hide a watermark bit. For a reference item without a color
attribute, its size is changed to hide a bit.

3.2 Watermark embedding

The proposed embedding method is illustrated in Fig. 1. The watermark is in text form
and the preprocessing of this text includes three steps: 1) translate each character of the
watermark into Unicode, 2) encode these code points using UTF-8 or UTF-16,

3) the code sequence is transformed into a square matrix by padding with ’0’ charac-
ters. After preprocessing, the text watermark is transformed into a binary image matrix
for the application of the Arnold transformation. The watermark preprocessing process is
summarized in Algorithm 1.

Map legends also need to be preprocessed. All legends in a library are classified into
point legend sets, line legend sets, and area legend set. The three sets are further divided
into groups according to the size of the encrypted watermark respectively. Each group is
embedded in a watermarked copy. Grouping helps find out the attacked watermark copies
in the process of watermark extraction. Suppose a legend set has T legends in all, and a
record file, denoted with F, is created. Our grouping method is presented in Algorithm 2.
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watermark

Map legends with

Record file
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Fig.1 The flowchart of watermark embedding

Input: text watermark

. Watermark characters — Unicode code points

. Unicode code points — UTF-8 or UTF-16 codes sequence S
. Calculate sequence length L = length(S)

. Calculate k = /L

. Padding (k x k —[) O characters to S

. Transform S into a square matrix

. Perform Arnold transform to M

. Turn the result of the last step into a 1-D sequence W

0NN N BN~

Algorithm 1 Watermark preprocessing.

Input: alegend set, K =k x k,c=0,j=0
Initial a new group
while 7 > 0 do
Get the number of items of the first legend and add ittoc:c =c + i
Add the legend to the group
Remove the legend from the set
T=T-1
Record legend IDs of the group to a file named F
if c > K then
Record legend IDs of the group to F
Make a new group and set ¢ = 0.
end if
end while

Algorithm 2 Legend grouping.
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Input: map legend library and i
Output: map legends with watermark and record file F
for each legend group do
i=0
for each legend do
for each legend item do
if i < K then
Embed a watermark bit into it
i=i+1
end if
end for
Record the start and end bit indexes of W to F
end for
end for

Algorithm 3 Watermark embedding.

Although the last group may not have enough items to contain a whole watermark, the
incomplete watermark bits will contribute to the recovery of the watermark. In addition,
every group can contain an integrated watermark. For each legend item of a legend in a
group, one watermark bit will be embedded. Like the previous analysis, the embedding
position of each item depends on its item type. If the watermark bitis 1°, add 1 to the tail of
the attribute value; otherwise, keep it unchanged. The details of our embedding process are
described in Algorithm 3. The outcome of the watermark embedding includes map legends
with the watermark and the record file. In legend grouping and watermark embedding, the
record file contains information about legend groups and watermark bits distribution. An
example of the record file is shown in Table 2.

3.3 Watermark extraction
Figure 2 illustrates the flowchart of our watermark extraction method. The input to our

method includes the original map legends, the record file, and the secret key a, b for Arnold
transform. Hence, it is a non-blind watermarking method.

Table2 An example of partial

record file Content Example

Legend Type: point legend PT

Legend Group ID 1 PT00000001
Legend ID start bit index end bit index 0000000001 O 4
Legend Group ID 2 PT00000002
Legend ID start bit index end bit index 000000000n 0 3
Legend Type: line legend LN

Legend Type: area legendlegend AA
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Watermark
Original Legend Record file legend library

Classification Classification
| Legend sets | | Legend sets I
Grouping Grouping
| Legend groups | | Legend groups |

[ ]

Extract watermark bits
A

Inverse Arnold transform

Transfer code to character

y

|Extracted watermark|

Fig.2 The flowchart of watermark extraction

Like the watermark embedding process, the original map legend library A and the water-
marked map legend library A’ are firstly classified into three legends sets. Then, each set
is further divided into legend groups according to information of legend groups recorded in
F. Take a point legend group recorded in F as an example, given it consists of four legends
with legend IDs ID1, ID2, ID3, and ID4. If A or A’ has four legends with the above IDs,
the four legends will be taken as a group. If a legend among them is not existing, it will be
labeled and the remains will still be taken as a group. Next, watermark bits of each group are
extracted, and WBRM is operated if needed. Let SA denote a legend in A, SA’ denotes the
corresponding legend of SA in A’, v(i, A) is the attribute value of the ith item in SA, v(i, A”)
is the attribute value of the ith item in SA’, and Wi represents the ith extracted watermark.
The process is presented by Algorithm 4. Afterward, W’ is turned into a 2-D binary array
M’, and M’ is inversely Arnold transformed by the secret key a and b. Last, M’ is converted
into a binary stream §’, and S’ is turned into code points by the Unicode encoding. By the
code points, get the corresponding characters that are the recovered watermark.

4 Experimental results
4.1 Settings

To evaluate the performance of the proposed watermarking method, experiments are con-
ducted on map legends of a legend library named “25w” in MapGIS K9. The library
contains 752 point legends, 256 line legends, and 66 area legends. These legends are divided
into groups based on the number of watermark bits. Watermarks need to be designed and
preprocessed.

A text watermark is shown in Fig. 3(a). It contains letters and numbers. Using UTF-8
to encode this text watermark, we have the encoded matrix as shown in Fig. 3(b) following
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Input: map legend library A and A’, SA, SA’, v(i, A), v(i, A’), W;
Output: Recovered watermark W’
for each legend group do
Get legends from A’ by the legend IDs recorded in F
if there are non-existent legends then
Mark their corresponding watermark bits as x characters
else
Get their corresponding legends from A.
if SA and SA’ have different numbers of items then
Mark its corresponding watermark bits as x characters
else
for each v(i, A) and v(i, A’) do
Round v(i, A) and v(i, A) to the same precision
Take the last number of them to do subtraction
if the absolute difference is greater than 1 then
Set the watermark bit as x.
else
Take it as a watermark bit
end if
end for
end if
end if
end for
if there is a W; without x then
W =W,
else
Find out the W; with the least x among all the recovered watermarks,
W« Wl'
for each x in W’ do
Use its index to retrieve the remaining W;
if there is a bit with ‘0’ or ‘1’ value in W; then
Use the value to replace the corresponding x in W’
else
Move to next x in W’
end if
end for
end if

Algorithm 4 Extracting and WBCM.

Algorithm 1. The cycle of Arnold transform is proportional to its size. Figure 3(c) shows
the result of the Arnold transform.

Since legends are comprised of different basic items, the number of groups is not pro-
portional to the number of legends. Based on the number of watermark bits, point legends
are divided into 104 groups, line legends are divided into 28 groups, and area legends are
divided into 35 groups. The number of legend groups decided the times that the water-
mark can be embedded. That means the library can embed a watermark 103 times in point
legends, 27 times in line legends, and 34 times in area legends.
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(a)

Fig. 3 (a) text watermark. (b) watermark matrix encoded with UTF-8. (c) result of Arnold transform
(repeated eight times and a=3, b=5)

4.2 Visibility and robustness

The evaluation factors of digital watermarking algorithms mainly include robustness, water-
mark capacity, and visibility. As embedding watermarks depends on the content of the
host data, the capacity of a watermark is closely related to the amount of host data. If the
watermark capacity is not large enough, it is unlikely to embed the watermark in the host.
Otherwise, if its capacity is large, the host data can not only embed one complete watermark
but even embed multiple watermark copies, which increases the robustness under intentional
attacks.

Based on the human visual system or human audio system and watermarking algorithms,
the embedded watermarks should be imperceptible to human senses and the host data show
no obvious degradation after embedding watermark information. In our evaluation of water-
mark visibility, watermarks are embedded in all three types of legends. We compare the
map legends that contain watermark bits with the originals. Figure 4 shows nine randomly
selected map legends with and without watermark bits. It is clear that there is no visual dif-
ference between the legends with and without watermarks. Hence, the inserted watermark
bits are imperceptible to human beings.

Watermark robustness refers to the ability to successfully extract watermarks hidden in
host data after attacks. The robustness of a watermarking algorithm is poor if the watermark

13 11
Point . e I
legends B
LILJ

Line
legends

N |

-t e = -t e e

Area o ° o\ A

legends °° ‘ ’ | .0 ‘ .

Fig.4 Visibility of watermarks. Original legends (left) and legends with watermark bits (right)
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Table 3 The extracted watermarks after moving attacks

Removed Point legends Line legends Area legends

30% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
45% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
60% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
75% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
90% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

The watermark text is ‘CUGMapGIS25W’

cannot be extracted correctly after an attack; otherwise, the algorithm is robust. The water-
mark attack of map legends mainly includes legend moving, legend adding, legend editing,

and

L.

legend deletion.

Moving attacks: Legend moving is to change the positions of legends in a legend library.
It includes position changes of partial legends and all legends. In this experiment, leg-
ends are randomly moved by 30%, 45%, 60%, 75%, and 90%. The results of watermark
extraction are shown in Table 3. The watermarks embedded in the images are the same
text ‘CUGMapGIS25W’. The movement of the legend makes no changes to the water-
mark category and ID, which induces no distortion to our method. As shown in this
table, the extracted watermarks from the attacked legends match the embedded texts for
all three types of map legends. It is hence evident that the moving attacks induce little,
if any, damage to the watermarks.

Adding attacks: Legend adding attack is adding some legends without watermark bits
to a legend library with watermarks. Legends may be added to anywhere of the leg-
end libraries. To simulate this attack, some legends are randomly removed from the
legend library, and the remains of each legend type should be able to contain a whole
watermark at least. Then, the watermark is embedded and the removed are returned as
added legends. We then extract the watermarks. The test is performed three times and
the results are reported in Table 4. The recovered watermarks match the embedded one
in all cases. It is clear that adding attacks cause no damage to the watermarks.

Editing attacks: Legend editing includes a series of operations such as item addition,
deletion, data changing, attribute changing, etc. Not all operations affect the water-
mark extraction. Only the editing attacks that change the data with watermark bits can
interfere with the embedded watermarks. To get an understanding of the robustness of
editing attacks, all editing attacks are performed on the data with hidden bits. Aver-
age editing, random editing, and mass editing are evaluated. Average editing attacks
alter legends with uniform intervals; random editing attacks randomly change legends;

Table 4 The extracted watermarks after adding attacks

Repetition Point legends Line legends Area legends
CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

The watermark text is ‘CUGMapGIS25W’
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Table 5 The extracted watermarks after editing attacks

Edit Point legend Line legend Area legend

30% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

45% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
Average 60% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
editing 75% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

90% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

95% CUGMapGIS25W 'U{BEL}E.P{HT}1Q25V {EXT}TGMaplIS25{VT}

30% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

45% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
Random 60% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
editing 75% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

90% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

95% CUGMapGIS25W 3{BS}L+aZGK{EXT}2>W {STX}UGMaplIS25{ESC}

30% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

45% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
Mass 60% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
editing 75% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

90% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W

95% CUGMapGIS25W HNAK}(MapGI{DC1}25T CUGMapGIS25W

The watermark text is ‘CUGMapGIS25W’. There exist invisible characters such as the ‘new line’ character,
which are represented with curly brackets, e.g., {LF}

mass editing attacks modify successive legends. The percentages of the edits are 30%,
45%, 60%, 75%, 90%, and 95%. The results of watermark extraction from map legends
after editing attacks are shown in Table 5. In all cases, the embedded watermarks are
‘CUGMapGIS25W’.

As the amount of edits increases from 30% to 90%, our method successfully recovers
the embedded watermarks from the three categories of map legends. When we increase
the amount to 95%, which is a severe change to the map legends, we observe incorrect
watermark extraction from line and area legends. The incorrect ones are highlighted in
blue in Table 5. However, the extracted watermarks from point legends at 95% edits
remain intact, which is attributed to the relatively large number of point legends.

4. Deletion attacks: In this experiment, some map legends are removed after watermark
embedding. We evaluate our method with average deletion, random deletion, and mass
deletion. The average deletion removes legends with a uniform interval, the random
deletion removes legends randomly, and the mass deletion removes successive legends.
The percentages of deleted legends are 30%, 45%, 60%, 75%, 90%, and 95%. The
results of watermark extraction are shown in Table 6. Similar to the editing attacks, the
deletion attacks impose no impact on the integrity of the embedded watermark when
the rate of deletion increases up to 90%. The watermarks are successfully recovered.
‘When the amount of deletion is at 95%, we observe incorrect recovered watermarks for
both line and area legends.

Based on our experimental results of various attacks, we can conclude that the legend
moving and legend adding attacks impose no impact on the embedded watermarks using
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Table 6 The extracted watermarks after deletion attacks
Deletion Point legend Line legend Area legend
30% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
45% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
Average 60% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
deletion 75% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
90% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
95% CUGMapGIS25W SUfJ/pYIq25k WuGMap]]S25z
30% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
45% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
Random 60% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
deletion 75% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
90% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
95% CUGMapGIS25W [{LF}G aQ{ACK}IS"5{ET B} CUG{DC3}ap-6Sr5W
30% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
45% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
Mass 60% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
deletion 75% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
90% CUGMapGIS25W CUGMapGIS25W CUGMapGIS25W
95% CUGMapGIS25W {DEL}5+MarGI325W CUGMapGIS25W

The watermark text is ‘CUGMapGIS25W’. There exist invisible characters such as the ‘new line’ character,
which are represented with curly brackets, e.g., {LF}

our proposed method. Because legend ID and watermark bit indexes of each map legend
are recorded, it is easy to rebuild the order of map legends and, hence, ignore the new
legends. Intact watermarks are also successfully extracted under legend editing and legend
deletion attacks even when the amount of changes reaches 90%. With the increasing volume
of legends edited or deleted, more operations of WBRM are usually needed. The damage to
the watermark is related to the number of legend groups in each category. We observe that
fewer legend groups lead to greater damage. It is clear that the proposed method is robust
to the common attacks to map legends.

4.3 Comparison with image watermarks

As images are often used as a watermark, we compare the image watermark and text
watermark. Figure 5(a) shows an image watermark that has the same content as the text
watermark. This image watermark is monochrome and its text is in 6 pts. Figure 5(b) and
(c) illustrate the scrambled images after 7 and 19 times, respectively.

The size of the image watermark is 50 by 50, which is more than 25 times the text
watermark. Table 7 lists the number of image and text watermarks embedded in the test map
legend library.

Depending on the volume of the legend category, the number of embedded image
watermarks and text watermarks varies. However, in all cases, we can embed more text
watermarks to the map legends. That is, text watermarks require a smaller amount of space
for proper embedding. The feasibility of embedding multiple copies of watermarks makes

@ Springer



29050 Multimedia Tools and Applications (2023) 82:29037-29056

-
.
.
.
4
—
-
L
.
1
~

e 8
... .-v.
*

CUuG
MapGIS

25w
(a)

Fig.5 (a) image watermark. (b) scrambled image (7 times). (c) scrambled image (19 times)

-‘o
4
"n-

the use of text watermarks more robust than the use of image watermarks. The legend library
in our experiments belongs to the topographic map legend library. There are many thematic
map legend libraries in GIS applications, many of which usually contain few legends. Large
watermarks such as images face the challenge of insufficient space of the host data for
proper embedding. This is clearly an advantage for small watermarks such as text used in
our method.

As we demonstrated that legend moving and legend adding attacks impose no impact on
the embedded watermarks processed by our proposed method, both image watermarks, and
text watermarks can have the same robustness under such attacks. We discuss the security
of text watermarks and image watermarks under legend editing and legend deletion attacks.

1. Editing attacks: In this experiment, we follow the same process of simulating the legend
editing attacks as described in Section 4.2 and embed image watermarks on the same
legend library. Average editing, random editing, and mass editing are evaluated. The
percentages of the edits are 30%, 45%, 60%, 75%, and 90%. Table 8 gives the recovered
image watermarks for point, line, and area legends.

As the percentage of the edits increases, we observe degradation of the recovered water-
marks. Among the three legend categories, point legends suffer the least degradation in all
cases. Both line and area legends exhibit poorly recovered watermarks starting at 30% of
editing attacks. However, when the edits reach 90%, the recovered watermarks in all cases
are scrambled. In comparison to our evaluation of text watermarks (Section 4.2), image
watermarks are less robust to editing attacks.

2. Deletion attacks: Following the experiments presented in Section 4.2, we evaluate
image watermarks under average deletion, random deletion, and mass deletion are per-
formed and evaluated. After each type of deletion attack, the extracted watermarks are
shown in Table 9. We observe very similar patterns to the results of editing attacks.
Since the experimental data are the same, the results of the text watermark reported

Table 7 The number of embedded image and text watermarks

Watermark Point legend Line legend Area legend
Image 4 1 1
Text 103 27 34
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Table 8 The extracted image watermark after editing attacks

Edit

Point legend Line legend Area legend

Average deletion

Random deletion

30%

45%

60%

75%

90%

30%

45%

60%

75%

90%

30%

45%

cuG
MapGIS
25w

CuG
MapGIS

25w

cuG
MapGIS
25w
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Table8 (continued)

Edit Point legend Line legend Area legend
cuG
MapGIS
Mass deletion 60% 25w i T aratit®
CUG .
MapGIS
75% 25w B rait® o]
E E

90% E_..L E

in Section 4.2 are much better than the results of using the image watermark. Hence,
the text watermarks are more robust than image watermarks to the editing and deletion
attacks.

4.4 Comparison with existing methods

We compare our proposed method with two recent watermarking methods in [20] and [17].
In our comparison, we focus on editing and deletion attacks. The method of Yang et al. [17]
is based on vector maps, so our comparative experiments only use the vector graphs of the
legend library, which include 327 vector point legends, 256 vector line legends, and 47 vec-
tor surface legends. To have a quantitative comparison, we adopt the correlation coefficient
metric used in [17] for comparing the extracted watermarks and the embedded counterparts.
A threshold is usually used to decide if a watermark is successfully recovered [17]. That
is, if a correlation coefficient is above a threshold, the recovered watermark is considered
intact (or verifiable); otherwise, it is not verifiable. Our results are reported in the following
two tables and the cases that fail below the threshold are highlighted in blue.

Table 10 lists the correlation coefficients between the original watermarks and the
extracted watermarks after legend editing attacks. The last column lists the average corre-
lation coefficients for the case. As the amount of edits increases, the average correlation
coefficient decreases for both compared methods. On average, the method by Yang
et al. [17] exhibits a slightly better performance than the method by Zhou et al. [20]. The
watermark generated by the proposed method successfully extracts the watermarks under
different amounts of editing attacks and the correlation coefficients are at the maximum of
one throughout. The method by Yang et al. [17] successfully extracts the watermarks from
point legends in all cases. However, cases below the threshold appear when the amount of
edits is at 90% for both line and area legends. The cause of the failure of extracting water-
mark in line legends is that the distribution of legend data (i.e., coordinates) is in a small
range, which makes it difficult to have enough bit space to embed all watermark bits. A
similar failure is observed in the results by the method of Zhou et al. [20]. There exists one
case that is below the threshold and several cases that are barely above the threshold at 90%.
The method suffers from dependencies among multiple extracted watermarks, which leads
to incomplete extracted watermarks.
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Table 11 presents the correlation coefficients between the original watermarks and the
extracted watermarks after legend deletion attacks. The last column lists the average corre-
lation coefficients for the case. We observe a very similar pattern to the one in the previous
table. In addition to the decreasing correlation coefficients of the two compared methods as

Table 9 The extracted image watermark after deletion attacks

Deletion Point legend Line legend Area legend

CuG

MapGIS
30% 25w
cuG
MapGIS
45% 25w
CcuG
Average deletion 60%
75%
90%
30%
45%
Random deletion 60%
75%
90%
30%
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Table9 (continued)
Deletion Point legend Line legend Area legend

Mass deletion

45%

60%

75%

90%

CUG
MapGIS
25w

IRV (AN

i\

MapGIS
25w

[\ IR

Y (Y

the amount of deletion increases, we observe cases that fall below the threshold at 90%. In
our watermark embedding method, we take into consideration of extreme situations includ-
ing editing all bits with watermark information or editing the primitives of the legend, which

causes the loss of the watermark bits in the map legends.

Table 10 The correlation coefficient of the extracted watermarks after editing attacks

Method  Average editing Random editing Mass editing
Point Line Area Point Line Area Point Line Area Ave.
Proposed 1 1 1 1 1 1 1 1 1 1
30% Zhou [20]  0.96 095 09 0.94 0.94 0.87 097 094 088 093
Yang [17] 1 1 1 1 1 1 1 1 1 1
Proposed 1 1 1 1 1 1 1 1 1 1
45% Zhou [20]  0.91 0.88 084 093 0.86 0.84 093 0.86 082 0.87
Yang [17] 1 1 1 1 1 1 1 1 1 1
Proposed 1 1 1 1 1 1 1 1 1 1
60% Zhou [20]  0.87 0.82 076 0.87 0.83 0.77  0.87 0.83 074 0.82
Yang [17] 1 092 098 1 0.87 092 1 086 096 095
Proposed 1 1 1 1 1 1 1 1 1 1
75% Zhou [20] 0.84 0.76  0.67 0.82 0.71 0.68  0.82 071 056 0.73
Yang [17] 1 074 082 1 0.66 079 1 0.75 076 0.84
Proposed 1 1 1 1 1 1 1 1 1 1
90% Zhou [20]  0.79 0.65 056 0.77 0.62 0.59  0.77 055 045 0.63
Yang [17] 1 047 051 1 0.47 053 1 048 046 0.66
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Table 11 The correlation coefficient of the extracted watermarks after deletion attacks

Method Average deletion Random deletion Mass deletion
Point Line Area Point Line Area Point Line Area Ave.
Proposed 1 1 1 1 1 1 1 1 1 1
30%  Zhou [20] 0.96 095 09 0.95 093 0.88 0.97 092 084 092
Yang [17] 1 1 1 1 1 1 1 1 1 1
Proposed 1 1 1 1 1 1 1 1 1 1
45%  Zhou [20] 091 0.88 0.84 0.92 0.85 0.82 0.93 0.87 079 0.87
Yang [17] 1 1 1 1 1 1 1 1 1 1
Proposed 1 1 1 1 1 1 1 1 1 1
60%  Zhou [20]  0.87 0.82 0.76 0.86 0.82 0.76 0.87 0.81 0.69 0.81
Yang [17] 1 092 098 1 0.89 091 1 094 096 096
Proposed 1 1 1 1 1 1 1 1 1 1
75%  Zhou [20] 0.84 0.76  0.67 0.82 075 0.7 0.82 071 056 0.74
Yang [17] 1 0.74 0.82 1 0.68 0.77 1 075 076 0.84
Proposed 1 1 1 1 1 1 1 1 1 1
90%  Zhou [20]  0.79 0.65 0.56 0.78 0.65 0.58 0.77 0.58 045 0.65
Yang [17] 1 047 051 1 042 059 1 048 046 0.66

5 Conclusion

Map legends are a kind of special hybrid data. This paper presents a watermark bit recov-
ery method to improve the robustness of the embedded watermark that embeds multiple
copies of the watermark to the host data. Our method uses text watermarks instead of the
conventional image watermarks to reduce the number of bits altered in the embedding pro-
cess, which makes it possible to embed more watermark copies in a map legend library.
The watermark bits embedding position is based on Just Noticeable Distortion to make the
embedded watermarks imperceptible.

We evaluate our method using the legend library of MapGIS K9 for robustness to various
attacks as well as visibility. Our experimental results demonstrate that the proposed is robust
to the common attacks to map legends including moving, adding, editing, and deletion
attacks. In contrast to image watermarks, the text watermarks embedded using our method
take much less space and, hence, multiple copies can be embedded in the map legends. In
the comparison study with the existing methods, our method exhibits superior performance
in terms of correlation coefficients.
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