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Abstract

Blockchain can provide a dependable environment for mobile applications. Mining, as an important component in
blockchain, requires a lot of computing resources, and hence resource limited moblie devices are unable to perform the
mining. Offloading mining computation tasks to an edge computing service provider (ESP) or a cloud computing service
provider (CSP) is considered as a feasible solution to mobile blockchain mining. However, the computing resources of the
ESP are not unlimited. Therefore, rational edge computing resource management is critical to maximizing the utilities of
the ESP and the miners. Most of the existing work assumes the computation is offloaded to either the CSP or the ESP
which serves the terminal devices. However, an ESP can also offload the computation to the other ESPs, when the ESP
is overloaded. In this paper, we construct a computation offloading model composed of multiple miners, multiple ESPs,
and a CSP, where an overloaded ESP can offload the mining tasks to the CSP or the other ESPs or both. We propose a
three-stage Stackelberg game for optimal pricing-based edge computing resource management. We analyze the existence
and uniqueness of Stackelberg game equilibrium and derive the optimal amount of computing resource requests from the
miners. We then propose a simple yet effective golden section based Stackelberg game equilibrium searching algorithm SES
for resource pricing. We conduct experiments through simulations. Experimental results show that the proposed computing
offloading model and algorithm can achieve high unit service utilities of both the ESPs and the terminal devices.

Keywords Edge computing - Mobile blockchain mining - Resource management - Stackelberg game

1 Introduction

In recent years, blockchain has been receiving extensive
attention from industry and academia. Blockchain has been
increasingly used in areas such as Bitcoin, financial ser-
vices, Internet of Things (IoT), smart grids power systems,
etc. The annual revenue of the enterprise applications of
blockchain is estimated to increase to approximately $19.9
billion by 2025 [1].

This article belongs to the Topical Collection: Special Issue on
Privacy-Preserving Computing

Guest Editors: Kaiping Xue, Zhe Liu, Haojin Zhu, Miao Pan and
David S.L. Wei

This work was partly supported by the National Natural Science
Foundation of China under Grant U1836102.

P4 Yuqi Fan
yuqi.fan@hfut.edu.cn

Extended author information available on the last page of the article.

Initially, blockchain was designed as a distributed shared
ledger, and the data in the blockchain network can be
saved and accessed by any node in the blockchain network.
Consensus is the core of the blockchain. In the blockchain
system, each node must make its ledger consistent
with the ledger of other nodes through the consensus.
The consensus algorithm guarantees the consistency and
correctness of each transaction on all the nodes and
enables the blockchain for efficient collaborative work on
a large scale without relying on a centralized third party.
Some consensus algorithms, such as Proof-of-Work (PoW),
require a large amount of computation. Users (miners) win
rewards through mining, where the users need to solve a
computationally challenging problem. The first miner who
successfully solves the computation problem and reaches an
agreement with other miners is considered as the winner of
the competition, and the winner will receive a reward for
successful mining.

Blockchain can provide a dependable environment
for mobile applications [2, 3]. However, the computing
resources required to solve the compute-intensive mining
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problem are prohibitively high for mobile devices [4]. Edge
computing is considered as a viable solution to blockchain
mining in mobile environments [5], where the terminal
devices offload the mining tasks to an edge computing
service provider (ESP). The ESP makes profits by allocating
the computing resources for the mining tasks offloaded by
the terminal devices. Nevertheless, the computing resources
of the ESP are not unlimited and hence are competed by the
terminal devices. Therefore, careful resource management
is critical for the ESP and terminal devices to maximize their
utilities.

Most of the existing work assumes the computation is
offloaded to the CSP or the ESP which is serving the
terminal devices. However, an ESP can also offload the
computation to the other ESPs when the ESP is overloaded.
In this paper, we deal with the problem of resource
management of the ESPs for mobile blochain, assuming an
overloaded ESP can offload the mining tasks to the CSP or
the other ESPs or both. The main contributions of this paper
are as follows:

1) We construct a computation offloading model con-
sisting of a CSP, multiple ESPs, and multiple mobile
miners/end devices. When an ESP has no enough
capacity to process the service requests from the ter-
minal devices, the mining tasks of the terminal devices
can be offloaded to the CSP or the other ESPs or both.

2) We design the utility functions of the miners, ESPs
and CSP to capture the intrinsic relationship among
them. We formulate a three-stage Stackelberg game
for optimal pricing-based edge computing resource
management. In the first stage, the CSP decides the
resource price. In the second stage, each ESP decides
the resource price. In the third stage, the miners
determine the amount of resources to purchase. We
prove the existence and uniqueness of the Stackelberg
game equilibrium and derive the miners’ optimal
amount of computing resources to purchase. We then
propose an efficient golden section based Stackelberg
game equilibrium searching algorithm SES for resource
pricing.

3) We conduct simulations to evaluate the performance of
the proposed model and algorithm. Simulation results
demonstrate the proposed model and algorithm can
achieve high unit service utilities of the ESPs and the
terminal devices.

The rest of the paper is organized as follows. Section 2
introduces the related work. The system model is formu-
lated and analyzed in Section 3. Section 4 presents the
proposed golden section based Stackelberg game equilib-
rium searching algorithm. The simulations are given in
Section 5, and Section 6 concludes the paper.

@ Springer

2 Related work

Blockchain has the characteristics of security, reliability,
immutability, decentralization, etc., and it can provide a
reliable environment for [oT devices. For example, Roberto
et al. proposed an architecture based on blockchain and
edge computing to improve the quality of IoT data and
false data detection [6]. Chamarajnagar et al. designed
a decentralized architecture using blockchain technology,
in order to promote the distributed collaboration among
mobile IoT devices to share their services and redundant
computing resources [7]. In vehicle edge networks, Kang
et al. proposed a reputation-based data sharing scheme
which introduces consortium blockchain and smart contract
technology to implement secure data storage and prevent
data sharing without authorization [8]. Kim et al. proposed
an edge computing architecture based on blockchain
technology to ensure the availability, scalability, and
integrity of edge computing; blockchain structure and
protocols were modifified to support the execution of
complex programs [9].

Some research on resource management for mobile
blockchain mining has been conducted. Kroll et al. proposed
a game model consisting of miners for the mining process
of blockchain, and each miner made a decision on which
branch of the blockchain to mine on [10]. Sompolinsky
et al. proposed a cooperative game model to solve the
mining pool problem; in this model, the miners form
an alliance to finish the computing power accumulation
and share stable reward [11]. Houy organized the mining
process as a speed game between miners with different
computational powers, and analytically found the Nash
equilibrium in the two-player case [12]. Xiong et al.
adopted a two-stage Stackelberg game to jointly maximize
the profit of the ESP and the individual utilities of
different miners [13]. Zhang et al. proposed a joint
optimization framework of Fog nodes (FNs), data service
operators (DSOs), and data service subscribers (DSSs),
which implemented the optimal resource allocation scheme
in a distributed manner [14]. Chiu et al. formalized
the PoW protocol into a Cournot game in which users
compete to update the blockchain for rewards [15]. Luong
proposed an optimal auction based on deep learning for
the edge resource allocation, which used valuations of
the miners as the training data to adjust the parameters
of the neural networks [16]. Jiao et al. constructed an
auction-based market model which achieved an efficient
allocation of computing resources [17]. Liu et al. modeled
the joint optimization problem of mining task offloading
and block cryptographic hash cache, and proposed an
alternating direction multiplier method for the problem
[18]. Wu et al. proposed efficient distributed algorithms
for the mobile terminals to individually determine their
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optimal computational resources acquired from different
edge servers, so as to maximize the total net return of the
mobile terminals while maintaining the fairness between
mobile terminals [19]. Fan et al. constructed a computation
offloading model consisting of multiple miners, an ESP, and
a CSP, where the ESP and the CSP are independent of each
other; a Stackelberg game was formulated with the ESP
as the leader and the miners as the followers for optimal
pricing based edge computing resource management [20].

Most of the existing work assumes the computation is
offloaded to the CSP or the ESP which is serving the
terminal devices. However, an ESP can also offload the
computation to the other ESPs, when the ESP is overloaded.
In this paper, we study the cloud/edge computing resource
allocation and pricing problem for mobile blockchain under
the computing offloading framework consisting of a cloud,
multiple edge servers, and multiple users.

3 The system model

Figure 1 illustrates the system model which is divided
into three layers. The bottom layer consists of multiple
miners, the middle layer includes multiple ESPs, and the top
layer is a CSP. Each terminal device conducts mining for
reward, and the resource-limited terminal devices offload
the mining tasks to the ESPs who make profits by providing
the computing resources to the miners. The CSP typically
has enough processing capacity to execute the mining tasks,
while the miners will experience an unpredictable Internet
communication latency with the CSP, which restricts the
performance of running the tasks at the CSP. The ESPs are
close to the miners so that the network latency between
the ESPs and the terminal devices is low. However, due
to the limited computing resources of ESPs, when an ESP
has no computing resources to accommodate all the service
requests, the ESP has three modes to offload the tasks. The
first is to offload the mining tasks to the other ESPs, the
second is to send the mining tasks to the CSP, and the third

Fig.1 System model
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Table 1 Symbols and notations

Attributes Description

B the set of miners/terminal devices

K the number of ESPs

en the n-th ESP

M, the number of miners under ESP ¢,

bp.i the i-th miner served by ESP ¢,

qn.i the amount of services/computing resources pur-
chased miner b,, ;

On,i the maximum amount of services/computing
resources that b, ; will purchase

w the unit service reward of miners

4 the unit service price of the CSP corresponding to
ESP e,

)24 the unit service price of ESP ¢,

Cy the computing capacity of ESP ¢,

R¢ the transfer rate of between the ESP and the CSP

R¢ the transfer rate of between the miner and the ESP

fe the CSP’s computing power

1 the computing power of ESP ¢,

T the unit time cost of service provisioning

o the unit service provisioning cost of the ESPs

Bn,i the weight of service response time for miner b, ;

Sn indicating the fraction of excessive tasks at ESP ¢,
to be offloaded to the other ESPs

6, indicating whether ESP ¢, is overloaded (=1) or
not (=0)

Un the amount of computing resources sold to the
other ESPs by ESP ¢,

E,; the utility of miner b, ;

E, the utility of ESP e,

Ef the utility of the cloud gained from ESP ¢,

is to offload the mining tasks to both the other ESPs and the
CSP. When an ESP is not overloaded, the ESP can provide
its computing resources to the terminal devices or the other
ESPs. The symbols and notations used in the paper are listed
in Table 1.

/o/ Lo’ . S
ESP e o| ESP oo ESP |* * | ESP
:\ > = —_— e —_—

® o o piner

000 00 miner ® ® °|miner
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3.1 Analysis of the offloading mode

An overloaded ESP has three modes to execute the tasks that
are beyond the computing capaicity of the ESP. One is to
send the mining tasks to the CSP (mode 0), and the second
is to offload the mining tasks to the other ESPs (mode 1),
and the third is to offload the mining tasks to the other ESPs
and the CSP (mode 2). We define the excessive tasks of ESP
ey as

M)l
Azzizl Qn,i_cn (])
3.1.1 Offloading to the CSP (mode 0)

In this mode, the overloaded ESP offloads the excessive
mining tasks to the CSP. The delay with mode 0 is

Zﬁg%i—aquﬁg%i—c»wA)

lC(A) = l‘f](A)-l—tg(A) = Re IG

@

where 17;(A), t;(A), and t°(A) are the transfer delay
between the ESP and the cloud, the execution time at the
cloud, and the total delay of offloading A to the cloud,
respectively; y (A) is the unit workload of A.

3.1.2 Offloading to the other ESPs (mode 1)

In this mode, the overloaded ESP offloads the excessive
mining tasks to the other ESPs. The delay with mode 1 is

1°(A)

max o, (17, (A, n) + tg(A, n))
n=1..K

S ni=Cn (XM i — C)Y(A)
max p, +
n=1..K R¢ fe

n

3

where t[;(A, n), t;(A, n), and t°(A) are the transfer delay
between the ESPs, the execution time at ESP e,, and the
total delay of offloading A to the other ESPs, respectively;
pn € [0,1]1(n € {1,2,...,K}) is the ratio of the tasks
offloaded to ESP ¢, to A, and Zle on = 1.

3.1.3 Offloading to both the CSP and the other ESPs
(mode 2)

In this mode, the overloaded ESP offloads the excessive
mining tasks to the CSP and the other ESPs. The delay with

mode 2 is

t(A) = (1 = 8,)1°(A) + 8,1°(A) “
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where t°(A) and r°(A) are the transfer delay between
the ESP and the cloud, and the delay between the ESPs,
respectively.

3.2 Resource allocation and pricing of miners, ESPs
and CSP

ESP’s unit service price ps has an important impact on
the ESP’s utility. A higher p¢ leads to a higher ESP’s
utility for a given amount of services purchased by the
miners. A low py will attract the miners to purchase a
large amount of computing resources. Note that service
provisioning also imposes cost on the ESP, where the cost
includes power, equipment loss, etc. As the total amount of
computing resources sold increases, the ESP’s cost will also
increase. If the total demand of computing resources from
the miners exceed the ESP’s computing capacity, the ESP
has to purchase computing resources from the CSP at price
p;; or from another ESP ey at price py (k # n), which brings
computing resource purchase cost to the ESP. If p¢ < p¢,
the ESP will experience a loss by providing computing
resources to the miners, and hence the ESP is not willing to
provide services to the terminal devices. Therefore, we set
Pp < Pn-
The utility of ESP e, E,,, is defined as follows:

M, My
E, = p;, Zi:l qn.i + (1 = O)inpy — o Zi:l Gn.i

-6, {(] - 5;1)[PZA + th(A)]

+3n [Z; p(k)Ap + nf(A)]} 5)

The objective of the ESP is to

maximize
E, (6)
subject to:
0<p, <py (N

The utility of miner b, ; is determined by ESP’s unit
service price p¢ and the amount of computing resources
purchased by the ESP. If the total number of service requests
exceeds the ESP’s computing capacity, the ESP needs to run
the offloading tasks at the cloud or the other ESPs, which
increases the latency of executing mining tasks and degrades
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the performance of task execution. The utility of miner b,, ;,
E, i, is defined as follows:

ﬂn,iqz 1
En,i = Wqn,i — pf[Qn,i - — (8)
Chn
The objective of each miner b, ; is to
maximize
lgn,iqz i
En,i = Wqn,i — p2Qn,i - (9)
Cn
subject to:
0 =< qn,i =< Qn,i (10)

We regard the CSP as being composed of different small
parts, each of which plays a game with an ESP. The CSP’s
revenue comes from the computing resources purchased by
the ESPs. The CSP’s utility is defined as:

ES=(1-5,) [pz (ZZ”I Gni — C)] (an

The objective of the CSP is to maximize Ej. During the
interaction between the ESP and the miners, the ESP acts
first to set unit service price p;,, and then the miners respond
to the price by deciding the amount of computing resources
to purchase. Therefore, the interaction between the ESP and
the users can be formalized as a Stackelberg game with a
single leader and multiple followers, where the leader is the
ESP and each follower is a miner. During the interaction
between the ESP and the CSP, the CSP acts first to set unit
service price p., and then the ESP responds to the price
based on whether it is overloaded and whether it offloads
the tasks to the CSP. Therefore, the interaction between the
ESP and the CSP can also be formalized as a Stackelberg
game, where the leader is CSP and each follower is
an ESP.

4 Resource management based on golden
section search

In this section, we first prove the existence and uniqueness
of equilibrium of the Stackelberg game between the ESP
and the miners, and between the ESP and the CSP, respec-
tively. We then derive the optimal amount of computing
resources to be purchased by the miners. We also propose

a Stackelberg game equilibrium search algorithm based on
the golden section search (SES) for resource pricing.

4.1 Analysis of the Stackelberg game

Lemma 1 There is a unique equilibrium in miner sub-
game.

Proof During miner sub-game, i.e. the third phase of the
Stackelberg game, each miner b, ; determines g, ;, the
amount of computing resources to purchase, with the goal
of maximizing the utility at given resource price p;. The
miner’s utility function defined in Eq. 8 is continuous,
and the second derivative of the function is calculated as
follows:

82En,i _ 2ﬂn,i
3‘13,1' Cn

12)

O

92E, ; .
We can get 3—2’” < 0, since B,; > 0O and C, > 0.
qn.i

Therefore, miner’s utility E, ; is a strict concave function of
variable g, ;, and there exists a unique equilibrium in miner
sub-game.

Lemma 2 At given computing resource price p., the
optimal amount of computing resources purchased by miner
by, i is calculated as

. (w—p)Cy
* = - ; 13
n,i min ( Z,Bn,i Qn,l (13)

Proof Ata given p;, miner b, ; decides g, ; by making the
first derivative of Eq. 8 equal to 0 as Eq. 14.

JIE n,i Zﬂn S
aCIn,i Cn

=w-—p, - qni = 0. (14)

O

Note that g, ; < Qy.;. Therefore, the lemma is proven.

Theorem 1 The unique equilibrium exists in the Stackel-
berg game between the ESP and the miners.

Proof According to Lemma 1, there is a unique equilibrium
in the third phase of the Stackelberg game. Next, we
consider the second phase of the Stackelberg game during
which p{ is determined by the ESP. We can recalculate ESP
utility £, based on q:’ ; obtained by Lemma 2 as Eq. 15.

@ Springer
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E, = p <w_p”)c, )+(1—9)ann

2Bn.i
<(w—pn)cn )

Bui

(1—84)

_Omln (w [7,,)Cn Qnt

- n
+

My . ((w—p)Ca
1’1( 2B , Qn,z) Cn)

Mn 3 — s Cn
(0 min (2. 0,,1)

- G) 74

RC

fC

n . (w — p;)cn ¢
+8, Zk 0'0( ) (Z _, mmn (T’ Oni|—Cn)pf+ tllggr)fp(k)

ZA@() min <(w p,,)Cn Qn 1) - n <Zan1 min
+

(W59, 0,1) =€) y(A)

s)

Re

I

O

Next we discuss different cases of whether the ESP is
overloaded.

(1) Case 1: 6, = 0; that is, the ESP is not overloaded.
The utility of ESP e, becomes:

e My . (w - p;)Cn )

E, = p, Zi:l mln( 2B —, On,i
<(w — Py)Cn
n —_—

TR ,Qn,z) (16)

M, . (w — pe)Cn M, .
- n i 2:
E, = p, E [:1m1n( B , On.i o izlmln

(5 ) )

The second derivative of the function is calculated via
Eq. 17.

2 Cn
82En ZM,[ O, C 2/3pn) = Qn i (17)
=2 —Cn 2p8)C
8[?;2 i=l Bni’ % < Qni

2 .
gpg” <0,sincew >0, B,; > 0,and C,, > 0.
n,e

(2) Case 2: 6, = 1; that is, the ESP is overloaded.

In this case, the ESP has three modes to offload the
excessive tasks.

Mode 0: the ESP chooses to offload the excessive tasks
to the CSP. The utility of the ESP becomes:

— p9)C,
(w pn) s Qn,i)

2/311,1'

1 C'l n ncn
Xl min (2% Qur) = o (R min (M5, 1) = Gy )

+t Re

fc
(18)
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The first derivative of the function is calculated via

Eq. 19.

IE, (= 2p)C, M,
o = ot min (Mg 00 e 3 min(-

¢ M, . C,
_ — ,0
[” P2 min (= o,
M, . My (G,
B 1““"( 2ﬂl_i’0>+<21:1 min (‘T

R¢ fc

Cy
2.Bn,i ' 0)
0)) r(4)

19

+7

E, = p, Z,AZ min(i(w ;ﬁp,‘%)cn’ Qn,i) ZM” in (
M, (w— pf,)Cn
- Zk ()p(k) (Zizl min (T, Qn‘i) -

My o ((=p)Ca
N e

2,‘Sn,i

Cn) Pi

= py)Cn

(w—pp)C

0u) -Gt min (U5

The second derivative of the function is calculated via
Eq. 20.

(w—=2p;)Cy

-~ 0.
32En B ZM” O, 2,371,i = Qn,l (20)
ap? =t |G (w—=2p5)Ch
ISn,i ’ — 0 < Qn,i
2/311,1‘
We can get gf < 0, since w > 0, B,; > 0, and

C, > 0.
Mode 1: The ESP chooses to offload the excessive tasks
to the other ESPs. The utility function of the ESP becomes:

5 Qn,i)

2Bn.i = in)_cn)y(A)

+ T max
k#n Pk Re¢

it

2y

The second derivative of the function is calculated via
Eq. 22.

(w—2p8)C,
2 0 ¢ > Qn,i
a En _ ZMH ) 2I3n,i (22)
E)p,‘;z i=1 ﬂcnn’ (w—2ps)Cy < O
2:Bn,i '
oM w=pDCu ) _ My (W — pp)Ca
E, =p, Zi:l min 72/3'” , On,i o Zi:l min s

My
1A= | pr(Q_ " mi

<(w - PZ)Cn
n( —_fnl=n

Z,Bn,i s Qn.i) - Cn)

+7

Wecangetglg" <0, since w > 0, B,; >0, and C, > 0.

Mode 2: The ESP offloads the excessive tasks to both the

CSP and the other ESPs. The utility function of the ESP
becomes:

) Qmi)

Cn n i —P)Cn
St min (5H, 0,0) = Cu (L min (UL, 0,1) = Coy(4)
. |

Rc f('

EADSINC (Z Amin(M

2ﬁn,i

) n,i _Cn . k
Q,) )pk+rrg1£;<p()

. —pi)Cp Cn
31t min (Y522 0, /) ~ €, , & " min (550, 0,1) = Gy (4)

Rt’ e

n

(23)

The second derivative of the function is calculated via
Eq. 24.

(w —2p)C,
g :Z n ) n,i (24)
ape i=1|_Cy (w—2p;)Cy
ﬁn,[’ — 0 < Qn.i
2.Bn.i

Wecanget‘XE" < 0, since w > 0, B,; > 0, and C, > 0.

Therefore, E, is a strict concave function of p¢ (0 < p¢ < pe).
That is, the ESP can find the optimal resource price p¢ to

maximize the ESP’s utility, and the Stackelberg game has a
unique equilibrium.

Theorem 2 The unique equilibrium exists in the Stackelberg game
between the ESP and the CSP.

Proof According to Lemma 1 and Theorem 1, there is a unique
equilibrium in the second and the third phases of the Stackelberg game.
Next, we consider the first phase of the Stackelberg game during which
p5 is determined by the CSP. Only when the ESP is overloaded and the
task is offloaded to the CSP, it can benefit from the service provisioning.
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In other cases, the CSP’s utility is 0. Therefore, we can recalculate CSP’s

utility Ef; as Eq. 25. O
P (S ani—Ci).  0<si<1&6,=1

E; = - (25)
0, otherwise

When the ESP does not choose to offload the excessive
tasks to the CSP, the utility of CSP is 0, and the second
derivative of E¢ must be equal to 0. Therefore, we only
consider the case that the tasks are offloaded to the CSP. We
can get the CSP’s utility E¢ as Eq. 26.

M,
Ej; = p, (Z,-=1 ni — Cn> 26)

According to Eq. 13, we can get the CSP’s utility function
as:

- M, 0—py)Cn
o[ (Ehen-c). e o,
n= - (M (w=pi)C, w—pH)G
i (S e - ) RS < 0

At a given p¢, the CSP decides p¢ by making the first
derivative of Eq. 19 equal to 0.
C, ’ 0)
2/311,1'

JdE, M, . ((w—2p°C My .
8[); = Zi:l min <7w 2/3::1 L Q,l,,-> —a Zi:l min (_
N (Z,-M"l min(—55.0) (LM min (5. 0)) y(A))} .
T I =

@n

e (G
|:p” Zi:l i 2/3)1,1' ’ 0
RC f‘C

(28)

After getting p¢, we put p¢ into Eq. 27 and then get the
CSP’s utility function as:

M, (w - po)C,
p; <Zi:1 Qn,i - Cn) B 2/3 n. - an,i
n,i

¢ M, wC, M, Cy pn M, Cy
p{[ > 2Bo.i *Z ( 2/3,1,) Zle(_zﬁn.,)

E¢=

n - ZMH ( ) T]/(A) Zi:”l (_ 22/7:.1 )
+ TR + fe
Th el R e

(29

ng first derivative of the function is calculated via
Eq. 30.

M, (w_Pf,)Cn
Zi:l On,i — Cu, TZQ”J
M, wC, o M C,
[ R
no_
a7 cX (—55) @B (-55)
R T fe
M, wCp (w — pi)cn
_ —C,, T Padn )
+Zi=1 < 4,3,,4,,' )] " 2,371,1' = Qﬂ.l

(30)
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The second derivative of the function is calculated via
Eq. 31.

(w—2p8)C,
5 e ¢ > Qn,i
°E, ZMn 0, 2Bn,i 31)
dpe? — b—i=1 | _ Gy (w —2p2)Cy
2/5771 —_— < Qn_i
2.Bn,i
We can get aPZ” < 0, since w > 0, B,; > 0, and C, > 0.

Therefore, E¢ is a strict concave function. That is, the CSP
can find the optimal p¢ to maximize the CSP’s utility, and
the Stackelberg game has a unique equilibrium.

4.2 Stackelberg game equilibrium search algorithm

We consider the sequential decision process of all users,
the ESPs, and the CSP. First, the CSP decides the resource
price. Second, the ESP plays a game with the users to decide
the ESP’s resource price p¢. All the users will decide the
amount of computing resources to purchase based on the
observed resource price of the ESP. If the ESP is overloaded
and offloads the excessive tasks to the CSP, it will adjust
the resource price p¢ based on the ESP’s resource purchase
amount decision to increase the CSP’s utility. The ESP then
plays the game with the users.

The miners can calculate the optimal amount of
computing resources to purchase with Eq. 13 when the
ESP determines computing resource price p¢, so we need
to find the optimal p¢ to maximize the ESP’s utility.
The equilibrium prediction of the Stackelberg sub-game
between the ESP and the miners in this paper is a one-
dimensional single-peak concave function extreme value
searching problem, since the range of p¢ is [0, p<l.
Similarly, the ESP can calculate the optimal ESP’s utility
with Eq. 11 when the CSP determines computing resource
price p¢, and the equilibrium prediction of the Stackelberg
sub-game between the ESP and the CSP is also a one-
dimensional single-peak concave function extreme value
searching problem.

The analysis of the Stackelberg game shows that
resource pricing is the key to the edge computing
resource management in mobile blockchain. Therefore,
we propose an efficient golden section based Stackelberg
game equilibrium searching algorithm SES to decide the
resource prices of the CSP and the ESPs, which is shown
in Algorithm 1. Two points 7 and r, are inserted in the
searching interval of [#, 7] based on the ratio of 0.618,
where # and 7 are initialized as 0 and p¢, respectively.
For points # and 1, we calculate the optimal amount
of computing resources to purchase via Eq. 13. We can
then obtain the ESP’s utility function values at the two
inserted points, i.e. E, and E/ and obtain the CSP’s utility
function values at the two inserted points, i.e. E/, . and E]/

n,c*

The searching interval is divided into three segments by
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the inserted points. We compare the values of E; and E]
according to the nature of the single-peak function, and
one of the segments, either [#, 1] or [n, #], is deleted
to reduce the original searching interval. The algorithm
proceeds iteratively following the process of narrowing the
searching interval until the size of searching interval [,
3] is less than the predefined precision threshold e. The
middle value of the final searching interval is returned as
the approximate maximum value of the ESP’s computing
resource price.

Algorithm 1 SES.

Input: M,, Cn, w, Qn.i, 8n, T, &, Bn.is Un, €, p, RS, R,
I 1 v (A).
Output: Optimal computing resource price p;, and p§.
1: Initialize to = 0, 13 = p;
2: while 13 — 19 > € do
3: t1 =ty + 0.382(t3 — 1g), tr = 19 + 0.618(t3 — 1),

r=1n;
4: while p —t > ¢ do
5: Calculate CSP’s utility ES at price pS with
Eq. 11;
6: Calculate CSP’s utility ES” at price ¢ with
Eq. 11;
if ES < ES” then
pS =1+ 0.618(p;, —1);
: else if then
10: t=1+40.382(p;, —1);
11: end if
12: end while

1
- +t
13: Dy = p,,2 ;

14: Calculate ESP’s utility Ej, at price #; with Eq. 5;
15: Calculate ESP’s utility E] at price ; with Eq.5;
16:  if E, > E/ then

17: 3 =1,

18: else if then

19: fo = 11;

20: end if

21: end while

22: return pf, py = %

5 Performance evaluation

In this section, we evaluate the performance of the proposed
algorithm SES through simulations. There are 5 ESPs in
the system. The unit time cost of service provisioning is
5, and the maximum amount of services that each miner
will purchase is 50. The transfer rates of task uploading
to the ESPs and the CSP are 10 and 1, respectively. The
computing power of the ESPs and the CSP is 1 and 10,
respectively. The simulation parameters are listed in Table 2.

Table 2 Simulation parameters

Attributes Value
the number of ESPs K 5
the unit time cost of service 5
provisioning

the maximum amount of services 50
that each miner will purchase

the transfer rate of task uploading 1

to CSP R¢

the transfer rate of task uploading to ESP R¢ 10
the CSP computing power f¢ 10
the ESP computing power f¢ 1
the unit workload of excessive task A, y (A) 1.5
the precision threshold ¢ of algorithm SES 0.01

We also investigate the impact of important parameters,
i.e. the number of miners, the cloud service price, the unit
service provisioning cost of the ESPs, the weight of service
response time for the miners, the unit service reward of
miners, the ESPs’ computing capacity, etc., on the proposed
algorithm.

5.1 Unit service utility of ESPs

Figure 2 shows the unit service utility of ESPs versus
different numbers of miners under mode 0 (offloading the
excessive tasks to the CSP), assuming w = 10, ¢ = 1,
each ¢, = 200, §, = 0, and B,; = 20. The unit service
utility of ESPs initially increases and then decreases with
increasing number of miners. A large number of miners
leads to a large number of computing resource requests,
and hence the ESP increases the computing resource price
p¢ to earn more income and control the total amount of
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Fig. 2 Unit service utility of ESPs versus the number of miners
(mode 0)

@ Springer



1440

Peer-to-Peer Netw. Appl. (2021) 14:1431-1445

services sold. As a result, the unit service utility of ESPs
initially shows an increasing trend. When the total number
of services purchased by the miners exceeds the ESP’s
computing capacity, high p¢ makes the miners unwilling to
buy computing resources, resulting in a decreasing trend in
the unit service utility of ESPs. A high cloud service price
p¢ makes the ESPs take a large increase of p¢ to control
the total number of services purchased by the miners.
Therefore, the unit service utility of ESPs starts to decline
with a higher p¢ later than that with a lower p§.

Figure 3 demonstrates the unit service utility of ESPs
with different numbers of miners under mode 1 (offloading
the excessive tasks to the other ESPs), assuming w = 10,
« = 1, each ¢, = 200, 8, = 1, and B,; = 20. The unit
service utility of ESPs also initially increases and then
decreases as the number of miners increases. The increase
of miners potentially leads to more task offloading requests,
which increases the ESPs’ unit service utility. However,
with the increasing amount of service requests, more tasks
need to be offloaded to the other ESPs, which incurs more
service provisioning cost and hence decreases the ESPs’
unit service utility.

Figure 4 shows the unit service utility of ESPs versus
different numbers of miners under three different offloading
modes of the ESPs, assuming w = 10, « = 1, each C, = 200,
p¢ =8, and B,; = 20. The ESP offloads half of the excessive
tasks to the CSP in mode 2, i.e. §, = 0.5. The unit service
utility of ESPs also initially increases and then decreases as
the number of miners increases. However, the unit service
utility of ESPs with mode O declines faster than that with
mode 1, and the unit service utility of ESPs with mode
1 declines faster than that with mode 2. In the following
simulations, we assume an overloaded ESP will offload the
excessive tasks to the CSP and the other ESP (mode 2).
That is, the overloaded ESP can obtain more utilities by
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Fig. 3 Unit service utility of ESPs versus the number of miners
(mode 1)
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Fig.4 Unit service utility of ESPs versus the number of miners under
three different offloading modes of the ESPs

offloading some of the excessive tasks to the other ESPs
than to the CSP. However, it is most beneficial for the
overloaded ESP to offload some of the excessive tasks to
the other ESPs and offload the other tasks to the CSP at the
same time.

Figure 5 illustrates the unit service utility of ESPs with
different w, the unit rewards of miners, assuming each M, =
10, C, = 200, 8, = 0.5, p¢ = 8, and B,, = 25. The unit
service utility of ESPs increases as w increases. With the
increase in the unit service reward w, the number of ser-
vices that the miners are willing to purchase will continue
to increase. For the ESPs, increasing the unit service price
p¢ can obtain higher service revenue, but the increase in the
number of services also leads to more ESPs’ service provi-
sioning cost and more services purchased from the cloud.
With a specific unit service reward w, the unit service util-
ity of ESPs decreases as the unit service provisioning cost «
increases.

Unit service utility of ESPs

0 I I I I I
5 6 7 8 9 10 1

Unit service reward of miners

Fig.5 Unit service utility of ESPs with different unit service rewards
of miners
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Figures 2-5 demonstrate that the unit service utility of
ESPs increases and then decreases as the number of miners
increases, the unit service utility of ESPs increases with the
increase of the unit service reward of miners and decreases
with the increasing unit service provisioning cost, and it is
better for the overloaded ESP to offload the mining tasks to
both the CSP and the other ESPs.

5.2 Unit service price of ESPs

Figure 6 shows the unit service price of ESPs versus
different ESPs’ computing capacities, assuming w = 10, « =
1, each M, = 10, §, = 0.5, and p¢ = 8. The unit service price
of ESPs increases with the increase of the ESPs’ computing
capacity. A large ESPs’ computing capacity enables a big
number of tasks to be executed at the ESPs, such that the
ESPs can increase the price to increase the ESPs’ utilities.
It can be observed that a large g, the weight range of task
response time for miners, results in a low unit service utility
of ESPs, since the negative impact of executing the tasks at
the cloud or at the other ESPs increases with the increase of
B.

Figure 7 depicts the unit service price of ESPs by varying
the weight of service response time for miners, assuming
each w = 10, « = 1, each M, = 10, §, = 0.5, and p¢ = 8.
We can observe that as the weight of service response time
for miners continues to increase, the unit service price of
ESPs first decreases and then keeps stable at a low point.
For the ESPs, in order to increase the utility, it is necessary
to stimulate the miners to purchase more services through
price reduction. With a specific weight of service response
time for miners, more ESPs’ computing capacities lead to
more tasks to be executed at the ESPs, such that the ESPs
can increase the unit service price.

Figures 6 and 7 demonstrate that the unit service price
of ESPs increases with the increase of ESPs’ computing
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Fig. 6 Unit service price of ESPs with different ESPs’ computing
capacities

Unit service price of ESPs

5 I I I
15 16 17 18 19 20 21 22 23 24 25

Weight of service response time

Fig. 7 Unit service price of ESPs with different weights of service
response time for miners

capacity and decreases with the increasing weight of service
response time.

5.3 Unit service utility of miners

Figure 8 shows the unit service utility of miners versus
different «, the unit service provisioning cost of ESPs,
assuming each M, = 10, 8, ; = 20, §, = 0.5, C, = 200, and p¢ =
8. The unit service utility of miners decreases as « increases.
The increase of « indicates that the ESPs take an increasing
cost to provide the services to the miners. Therefore, the
miners do not want to buy more services, which leads to a
decrease in the unit service utility of miners. With the same
a, the increase of unit service reward of miners leads to more
rewards of miners through mining, which increases the unit
service utility of miners.

Figure 9 depicts the unit service utility of miners by
varying w, the unit service reward of miners, assuming o = I,
each M, = 10, B,; = 10, 8, = 0.5, and p¢ = 8. The unit service
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Fig. 8 Unit service utility of miners versus unit service provisioning
cost of ESPs

@ Springer



1442 Peer-to-Peer Netw. Appl. (2021) 14:1431-1445
10 ; » 900 : :
- %-C =200 E —»—M, =10
9:9,CH=500 /x ‘€ 800% ,Q,ango il
ol C,=800 <}// | z
® e 3
2 o T8
€ 7 % /./ 1 5
= e B-s 5
o - -
z 6F 524 1 @
g 5f g . 2
o - Pte
H gt e 3
3 4+ /@// /,/ 4 S
§= - e )
=) Pre - o
3r & - 4 [
- e 3
- % £
247 T g I
T o
3 F 400 I I I I I I I I I
1 ; ; ! . ; : 10 11 12 13 14 15 16 17 18 19 20
11 12 13 14 15 16 17 18

Unit service reward of miners

Fig.9 Unit service utility of miners with different unit service rewards
of miners

utility of miners increases as w increases. The increase of w
leads to more rewards of the miners, such that the miners are
willing to purchase more computing resources. With a small
ESPs’ computing capacity, the miners’ competition for edge
resources is intense so that a big number of tasks are
executed at the CSP, which decreases the miners’ utilities.
Figures 8 and 9 demonstrate that the unit service utility of
miners increases with the increase of unit service reward of
miners and the ESPs’ computing capacities, and decreases
with the increase of unit service provisioning cost of ESPs.

5.4 Total number of services purchased by miners

Figure 10 shows the total number of services purchased
by the miners versus different ESPs’ computing capacities,
assuming « = 1, each M, = 10, B,; = 15, §, = 0.5, and
pS = 8. The total number of services purchased by the
miners increases as the ESPs’ computing capacity increases.
More computing resources enable the ESPs to reduce the
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Fig. 10 Total number of services purchased by miners versus ESPs’
computing capacities
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Fig. 11 Total number of services purchased by miners with different
weights of service response time for miners

purchase price to attract more miners to purchase computing
resources. Similarly, when the unit service reward is higher,
the miners are willing to purchase more services.

Figure 11 depicts the total number of services purchased
by the miners by varying the weight of service response time
for miners, assuming w = 12, « = 1, each C, = 200, §, = 0.5,
and p¢ = 8. The total number of services purchased by the
miners decreases as the weight of service response time
for miners increases. The increase in the weight of service
response time indicates that the miners care more about
the tasks completion time, such that the miners prefer to
make the tasks be executed by the ESPs. Therefore, the total
number of resources purchased by the miners will decrease
so that the offloaded tasks are within the capacities of the
ESPs. With the same weight of service response time, the
increase in the number of miners will lead to an increase in
the service requests, such that the total number of services
purchased by miners also increases.

Figures 10 and 11 demonstrate that the total number of
services purchased by the miners increases with the increase
of unit service reward of miners and the ESPs’ computing
capacities, and decreases with the increase of the weight of
service response time and the number of miners.

6 Conclusions

Offloading mining computation tasks to an edge computing
service provider (ESP) or a cloud computing service
provider (CSP) is considered as a feasible solution to
blockchain mining in mobile environments. In this paper,
we constructed a mining offloading model which includes
multiple miners, multiple ESPs, and a CSP. We formulated
a three-stage Stackelberg game for optimal pricing-based
edge computing resource management. In the first stage,
the CSP decides the resource price. In the second
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stage, each ESP decides the resource price. In the third
stage, the miners determine the amount of resources to
purchase. We proved the existence and uniqueness of the
Stackelberg game equilibrium and derived the miners’
optimal amount of computing resources to purchase. We
then proposed an efficient golden section based Stackelberg
game equilibrium searching algorithm SES for resource
pricing. Simulation results showed: (1) the unit service
utility of ESPs increases and then decreases as the number
of miners increases, and the unit service utility of ESPs
increases with the increase of the unit service reward
of miners and decreases with the increasing unit service
provisioning cost; (2) the unit service price of ESPs
increases with the increase of ESPs’ computing capacity
and decreases with the increasing weight of service response
time; (3) the unit service utility of miners increases with
the increase of unit service reward of miners and the ESPs’
computing capacities, and decreases with the increase of
unit service provisioning cost of ESPs; (4) the total number
of services purchased by the miners increases with the
increase of unit service reward of miners and the ESPs’
computing capacities, and decreases with the increase of the
weight of service response time and the number of miners;
(5) it is better for the overloaded ESP to offload the mining
tasks to both the CSP and the other ESPs.
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